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UNIT -8
QUALITY MANAGEMENT

8.1 Quality Concepts:

* Variation control is the heart of the quality concepts

* A manufacturer wants to minimize the variation among the products that are produced

* The variation can be minimized by reducing number of defects that are released to the field and the number of bugs is also minimized from one release to another

* Minimize the difference in speed and accuracy from one release to another

Quality:

* It is defined as “a characteristic (Or) attribute of something”

* As an attribute of an item quality refers to measurable characteristics such as 



=> Length



=> Color



=> Electrical properties and malleability

* As a characteristic of an item, it includes;



=> Cyclomatic Complexity



=> Cohesion 



=> Number of function point 



=> Lines of code

* Based on measurable characteristics two kinds of quality may be encountered:

(i) Quality of Design – It refers to the characteristics that designers specify for an item

(ii) Quality of Conformance – It is the degree to which the design specification are followed during manufacturing
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8.2 Quality Control:
* The quality control involves,



=> Series of inspections



=> Reviews and Tests are used throughout the software process to ensure each work product meets the requirements placed on it

* A key concept of quality control is that all work products have defined, measurable specifications to which we may compare the output of each process

* The feed back loop is essential to minimize the defects produced
8.3 Quality Assurance:
* It consists of a set of auditing and reporting functions that checks the effectiveness and completeness of quality control activities
* The goal of quality assurance is to provide management with the data necessary to be informed about product quality there by gaining insight and confidence 

8.4 Cost of Quality:

* Quality costs may be divided into costs associated with,




=> Prevention



=> Appraisal and 




=> Failure

(i) Prevention Costs:

It includes



=> Quality planning



=> Formal Technical reviews



=> Test Equipment and training

(ii) Appraisal Costs:

* It includes activities to gain insight into product condition the “First time through” each process
* Example of appraisal costs include, 


=> in-process and in-process inspection



=> Equipment calibration and maintains



=> Testing

(iii) Failure Costs:
* These costs would disappear, if no defects appeared before shipping a product to customers

* Failure cost may be sub divided into:
(1) Internal Failure cost: These are incurred, when we detect a defect in our product prior to shipment


This cost includes,



=> Rework



=> Repair



=> Failure mode analysis

(2) External Failure Cost: These are associated with defects found after the product has been shipped to the customer

Examples:



=> Complaint resolution



=> Product Return and replacement



=> Help line support



=> Warranty work

8.5 Software Quality Assurance: 
* The software quality is defined as “conformance to explicitly stated functional and performance requirements, explicitly documented development standards and implicit characteristics that are expected of all professionally developed software”
SQA Activities:

* SQA quality assurance is composed of a variety of tasks associated with two different group of peoples:

(i) Software Engineers => Do technical work
(ii) SQA group => It has responsibility for quality assurance, planning, oversight, record keeping, analysis and reporting

* The independent SQA group conduct the following activities:

(1) Prepare an SQL plan for a project

(2) Participates in the development of the project’s software process description

(3) Reviews software engineering activities to verify compliance with the defined software process

(4) Audits designated software work products to verify compliance with those defined as part of software process

(5) Ensures that deviations in software work and work products are documented handled according to a documented procedure

(6) Records any non-compliance and reports to senior management
8.6 Software reviews:
* Software reviews are a “filter” for the software process

* Reviews are applied at various points during software engineering and serve to uncover errors and defects that can be removed

* Many different types of reviews can be conducted as part of software engineering

* We focus only on “Formal Technical Review” also called as “Walk through”   (Or) an “Inspection”
8.7 Defect Amplification and Removal:
* A defect amplification can be used to illustrate the generation and detection of error during the preliminary design, detail design and coding steps of a software engineering process





 



* The box represents a software development steps
* During the step, errors may be generated 
 * Review may fail to uncover newly generated errors and errors from previous steps

* Resulting from some number of errors that are passed through 

* In some cases errors passed through previous steps are amplified [amplification factor, X] by current work

Example 1: Defect amplification – No reviews:

 













Defect amplification – Reviews Conducted:













8.8 Formal Technical Reviews [FTR]:
* It is performed by software engineers

Objectives:

(i) To uncover errors in function, logic (Or) implementation for any representation of the software

(ii) To verify that the software under review meets its requirements

(iii) To ensure that the software has been represented according to predefined statements

(iv) To achieve software that is developed in a uniform manner
(v) To make projects more manageable

* Each FTR is conducted as a meeting and will be successful only if it is properly planned, controlled and attended

The Review Meeting:

* The review meeting should abide by the following constraints



=> Between three and five people should be involved in the review


=> Advance preparation should occur but should require no more  

                                          than two hours of work for each person 



=> The duration of the review meeting should be less than two  

                                          hours

* The review meeting is attended by the review leader, all reviews and the producer

* One of the reviewers should take on the role of the Recorder [i.e. Individual who records (in writing) all important issues raised during the review

* The FTR begins with an introduction of the agenda, and a brief introduction by the producer

* When valid problems (Or) errors are discovered, the recorder notes each

* At the end of the review all attendees of the FTR must decide whether to



(i) Accept the product without further modification



(ii) Reject the product due to severe errors



(iii) Accept the product provisionally [minor errors have been encountered and must be corrected but no additional reviews will be required]
* The decision made all FTR attendees complete a sign Off, indicating their participation in the review

Review Report:

* A review summary form is a Single page form

* It becomes part of the project historical record and may be distributed to the project leader and other interested parties
* The review issue list serves two purposes:



(i) To identify problem areas with in the product



(ii) To serve as an action item check list that guides the producer as 
                                          corrections made 

* An issues list normally attached to the summary report

Review Guidelines:

* The following represents a minimum set of guidelines for formal technical reviews



(i) Review the product, not the producer 


(ii) Set an agenda and maintain it



(iii) Limit debate and rebuttal



(iv) Enunciate problem areas but don’t attempt to solve every  

                                           problem noted 



(v) Take written notes 


(vi) Limit the number of participants and insist upon advance  

                                           preparation



(vii) Develop a check list for each product and that is likely to be  

                                            reviewed 


(viii) Allocate resources and schedule items for FTRs



(ix) Conduct meaningful training for all reviewers



(x) Reviews your early reviews

8.9 Statistical Software Quality Assurance:



(i) Information about the software defect is collected and  

                                         categorized 



(ii) An attempt is made to trace each defect to its underlying cause



(iii) Using the Pareto principle [80 percent of the defect can be  

                                           traced to 20 percent of all possible causes], isolate the 20   

                                           percent



(iv) Once the vital few causes have been identified move to correct  

                                           the problems that have caused the defects
8.10 Six Sigma for Software Engineering:



The six sigma methodology defines three core steps:
(1) Define customer requirements, deliverables and project goals via well defined methods of customer communication

(2) Measure the existing process and its output to determine current quality performance
(3) Analyze defect metrics and determine the vital few causes 

* If an existing software process is in place, but improvement is required six sigma suggests two additional steps



(i) Improve the process by eliminating the root causes of the  

                                         defects


(ii) Control the process to ensure that future work does not  

                                          reintroduce the causes of defects

8.11 Measures of Reliability and Availability:

* If we consider a computer – based system a simple measure of reliability is Mean – Time – Between – Failure [MTBF] 




MTBF = MTTF + MTTR


MTTF => Mean Time To Failure

MTTR => Mean Time To Repair

* Software availability is the probability that a program is operating according to requirements at a given point in time and is defined as 


Availability = MTTF / (MTTF + MTTR)] * 100%
ISO 9000 Quality Standards:
* ISO 9000 describes a quality assurance system in generic terms that can be applied to any business regardless of the product (Or) services offered

* To become registered to one of the quality assurance system models contained in ISO 9000, a company quality system and operations and operations are scrutinized by third party auditors 
* Upon successful registration a company is issued a certificate
ISO 9001:2000

* It is the quality assurance standard that applies to software engineering
* The standard contains 20 requirements
* The requirement delineated by ISO 9001:2000 address topics such as 



=> Management responsibility 



=> Quality Systems



=> Contract reviews



=> Design Control



=> Document and Data control



=> Product Identification



=> Corrective and Preventive action



=> Control of quality records etc..
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